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1. Abstraction

x86

(Anti Debugging)

real mode v86 mode interrupt

2. Interrupt and Exception

Interrupt
Interrupt Hardware interrupt, Software interrupt, Exception
Hardware interrupt interrupt ,

Software interrupt ‘INT nn’
Exception ' 0’

(debugger)



2.1. Interrupt

Interrupt Hardware interrupt (External interrupt) Software Interrupt

Hardware interrupt Maskable interrupt Non Maskable Interrupt (NMI)
Hardware Interrupt INTR(Maskable interrupt) NMI(Non-Maskable Interrupt)
- ( Intel IO APIC )
x86 .
256 Interrupt 32 224 (O)S)
SEHHEE | H2E ZHAE = e = EATF FAULTE 2
J= & 5
HE HE HAZl HEE 2L
Divide Errcr 0 DIV, IDIY YES FALLT
Debug Exoception 1 ga= 353 YES TRAP
MK Interrupt 2 MT 2 E£= N MO MM
COne Byte Interrupt 3 MT MO TRAP
Interrupt On Cverflow 4 WNTO MO TRAP
Array Bounds Check 5 BOUND YES FAULT
Invalid OP-Code 6 2= EFElllegal) HE YES FAULT
Device Mo Available 7 ESC. WAIT YES FAULT
Double Fault g HZAE ZDHAME = 2=
MO ABORT
E=E 24
Coprooessor  Ssgment g
ESC YES ABOCRT
Crerrun
Invalid TSS 10 JMPE, CALL. IRET, INT YES FAULT
Segment Mot Present 1 Segment Register
YES FAULT
Instruction
Stack Fault 12 B HE YES FAULT
General Protection Fault 3 HiZc & YES FAULT
Page Fault 14 HE2Z &£ E+= Code
YES FAULT
Fetch
Intel Reserved 15
Coprocessar Error 16 ESC, WAIT YES FAULT
Intel Reserved 17—31
Two Byte Interrupt 0-255 NT n MO TRAP

[ http://www.hajesoft.co.kr/hajesoft/webzine/datafile/1 - I.pdf ]



http://www.hajesoft.co.kr/hajesoft/webzine/datafile/1�

x86 256 Interrupt / Exception Interrupt / Exception handler
Interrupt Descriptor Table .

IDTR Interrupt Descriptor Table
2.2. Exception

Exception

Program-error Exception

Exception
fault, trap, abort
Exception Description
Fault
Fault Fault instruction
Fault
Trap Trap instruction (e.g. OxCC)
Trap trap instruction
Abort /

Software-generated Exception
INTO, INT 3, BOUND

Machine-check Exception
p6 , Pentium



3.

Interrupt Descriptor Table (IDT)

interrupt Ox2E

[ IDTR::IDT Base Address ] + [ Ox2E * 0x8 ]

Limit
x86

256

IDT . *8

interrupt

255 * 8, 2040 255 Interrupt descriptor table

+7

2047,

Interrupt handler Interrupt Descriptor Table(IDT)
IDTR IDT base address limit
IDTR Reqister
47 16 15 0
IDT Base Address | IDT Lirnit
l Intemupt
AT Descriptor Table (I0T)
I'x_J Gate for
Interrupt #n =18
S 5
Gate for
Intermupt #3 18
Gate for
Interrupt #2 8
Gate for
- Intermupt #1 0
3 0
Figure 5-1. Relationship of the IDTR and IDT
[ nt el ® 6-82ArncdhiltAect ures Software Devel oper’s
IDTR IDT
IDTR register Base Address IDT

Ox7FF

Ma



[ CODE ]

#pragma pack(l)

// 6 byte

S/ sidt instruction stores the base and limit of IDTR in this format
lf

[/ AT -mmmmm e 16--=mm === m e mmm @

I IDT Base Address IDT Limit

lf

typedef struct _IDTR

1

short Limit;
unsigned int Base;
} IDTR, *PIDTR;

// 8 byte
/{ Decriptor Entry corresponding to interrupt gate
/i
typedef struct _IDT_ENTRY
1
unsigned short Offsetlow;
unsigned short Selector;
unsigned char  Reserved;
unsigned char  Type:4; Ff1111(Trap Gate), 1118({Interrupt Gate)
unsigned char  Always@:1l;
unsigned char Dpl:2;
unsigned char  Present:1;
unsigned short OffsetHigh;
} IDT_ENTRY, *PIDT_ENTRY;
#pragma pack()

Reference 1, 2




4. Interrupt or Exception handler procedures

Interrupt Exception interrupt handler
interrupt handler
stack
interrupt

Stack Usage with No
Privilege-Level Change

Interrupted Procedure’s
and Handler's Stack

-+——[ESP Before

EFLAGS Transfer to Handler
Cs
EIP

Error Code  [-«——FESP After
Transfer to Handler

Stack Usage with
Privilege-Level Change

Interruptad Procedure's Handler's Stack
Stack

-«——ESP Before
Transfer to Handler o
ESP

EFLAGS

cs5
ElP

ESP After— Error Code

Transfer to Handler

Figure 5-4. Stack Usage on Transfers to Interrupt and Exception-Handling Routines
[Intel ® 6-82amMdchAtectures Software Dleveloper’s N\

Stack Segment ESP (Stack Pointer)

( )

Error Code

Interrupt / Exception Handler ‘IRET’ ‘IRETD’ instruction
IRET RET instruction EFLAGS

EFLAGS IOPL CPL == IF CPL <= IOPL



2.1. Example 1: Show Interrupt Handlers

CPU Interrupt

2.1.1. Synchronization issue in SMP

IDTR CPU . CPU IDT
SIDT instruction CPU CPU
CPU

ZwSetInformationThread()

‘Windows ( )" 335 page

- KeSetSystemAffinityThread()

- http://sourceforge.net/projects/iceext
softice . SMP

LBR (Last Branch Record) tracer

- DPC trick
‘Rookits, Serverting Windows Kernel’

Reference

IDTR

:-0)


http://sourceforge.net/projects/iceext

2.1.2. Implementation

[ Code ]
NTSTATUS Showldt(DWORD IndexOfProcessor)
{
/I never pass invalid index !!!
1l
PKDPC pDpc = (PKDPC) ExAllocatePoolWithTag(NonPagedPool,
sizeof (KDPC),
"cpD’ );
if (NULL == pDpc)
{
KdPrint(( "error > %s - can not allocate memory for DPC \n"));
return STATUS_INSUFFICIENT_RESOURCES;
}
/I queue dpc
1
InterlockedAnd(&g_done, 0);
KelnitializeDpc(pDpc, DpcForShowldt, NULL);
KeSetTargetProcessorDpc(pDpc, (CCHAR) IndexOfProcessor);
KelnsertQueueDpc(pDpc, NULL, NULL);
/I wait for custom dpc done
1
while (InterlockedCompareExchange(&g_done, 1, 1) I=1)
{
__asm nop
}
ExFreePoolWithTag(pDpc, 'cpD' ); pDpc=  NULL;
return STATUS_SUCCESS;
}
ShowlIdt() DPC DPC

IDT




[ Code ]

VOID DpcForShowldt(IN  struct _KDPC *Dpc,
IN PVOID DeferredContext,
IN PVOID SystemArgumentl,
IN PVOID SystemArgument2)

UNREFERENCED_PARAMETER(Dpc);
UNREFERENCED_PARAMETER(DeferredContext);
UNREFERENCED_PARAMETER(SystemArgumentl);
UNREFERENCED_PARAMETER(SystemArgument2);

/I never pass invalid index !!

1

char buffer[6] ={0,};

PIDTR pldtr = (IDTR*)buffer;
PIDT_ENTRY pldtEntry = NULL;
ULONG Handler = 0;

ASSERT(DISPATCH_LEVEL == KeGetCurrentlrgl());
if (DISPATCH_LEVEL != KeGetCurrentlrgl())
{

/I never reach here!

1l

/I increment cpu count

1

Interlockedincrement(&  g_done);
return ;

}

KdPnnt( ( "——==== === === ==

et )

KdPrint( (  "processor 0x%02X \n", KeGetCurrentProcessorNumber()) );
__asm sidt buffer;

pldtEntry = (PIDT_ENTRY) pldtr - >Base;

KdPrint(( " index | handler \ n"));

for (DWORDd=0;d< 256;d++)

{
Handler = (ULONG)(pldtEntry[d].OffsetHigh << 16U) |

(pldtEntry[d].OffsetLow);

KdPrint(( " %04u | 0x%08x \n", d, Handler));

}

/I increment cpu count
1l
InterlockedIncrement(&g_done);

DpcForShowlIdt() IDT . (DPC




00000012
00000013
00000014
00000015
00000020

00000021
00000022
00000023
00000024
00000025
00000026
00000027

00000280
00000281
00000282
00000283
00000284
00000285
00000286
00000287
00000288
00000289
00000290

7.72250557 [2072] virgine(c:/bin/template.sys)

7.84720182 virgine(IRQL 00): DriverEntry++

7.84720850 virgine(IRQL 00): Compiled at 11:30:44 on Dec 3 2007
7.84724617 virgine(IRQL 00): DriverEntry--. STATUS 0

11.63636208

11.63636780 processor 0x00

11.63637066
11.63637447
11.63637733
11.63638020
11.63638401
11.63638592

index | handler

0000 | 0x804e051e
0001 | 0x804e069d
0002 | 0x0000112e
0003 | 0x804e0ab1
0004 | 0x804e0c34

11.63720989 processor 0x01

11.63721180
11.63721561
11.63721943
11.63722134
11.63722515
11.63722897
11.63723087
11.63723469
11.63723755
11.63724041

index | handler

0000 | 0x804e051e
0001 | 0x804e069d
0002 | 0x0000112e
0003 | 0x804e0ab1
0004 | 0x804e0c34
0005 | 0x804e0d99
0006 | 0x804e0f1a
0007 | 0x804e1593
0008 | 0x00001188




2.2. Example 2: Interrupt Handler Hooking

Interrupt hooking

Example 1

[Before hook ]

47

IDTR |

IDT Base Address

[After hook ]

47

IDTR |

IDT Base Address

IDT
Handler
16 15 0
1OT limit
IDT (Interrupt Descriptor Takble)
i OffsetHigh Selector OffsetlLow
OffsetHigh Selector OffsetLow
OffsetHigh Selector OffsetLow
OffsetHigh Selector OffsetLow
OffsetHigh Selector Offsetlow
OffsetHigh Selector OffsetLow
OffsetHigh Selector OffsetlLow
16 15 0
IDT limit

DT (Interrupt Descriptor Table)

IDT

Hook proc High Selector Hook proc Low
Hook prec High Selector Hook proc Low
Hook proc High Selector Hook proc Low
Hook proc High Selector Hook proc Low
Hook proc High Selector Hook proc Low
Hook proc High Selector Hook proc Low
Hook proc High Selector Hook proc Low
IDT




3. Debugging support facilities

IA32 ISA

MSR(Model Specific Register)

Debug register I/0 memory
exception , interrupt (LBR).

Debug register

debug register

MSR

branch,



3.1. Debug Registers

IA32 ISA 8 (DRO ~ DR7)
MOV source
CPL ==
Fault (#GP)

- linear address
- (1, 2, 4 byte)
- Debug Exception

destination

CPL!=0

(read / write / execute)

31302928 272625242322212019181716151413 12111092 83 7 6 5§ 4 3 2 1 O

LEN|R/AW|LEN|R/W|LEN|R/W|LEN|RW|0 0G| 0 0 1|G|L|G|L|G|L|3|L|G|

3 |3|2]2 1 1 o| o0 D E|E|3|3[2|2|1|1|C|0O

31 16151413 1211109 8 7 6 S§ 4 3 2 1 O

Reserved (seito 1) BIS|IB[ot1111111 1|3|5|B|B

T|S|D 3|2|1|0

31 0

31 0

31 0
Breakpoint 3 Linear Address

31 0
Breakpoint 2 Linear Address

31 0
Breakpoint 1 Linear Address

31 2
Breakpoint 0 Linear Address

[:] Reserved

DR7

DR6

DR5

DR4

DR3

DR2

DR1

DRO

General Protection



3.2. Debug Address Registers (DRO i DR3)

n

Breakpoint 2 Linear Addrass

©

Breakpoint 1 Linear Addrass

Breakpoint 0 Linear Addrass

DRO DR3 4
physical address translation

CPU - main thread, module notepad

Backup
Copy
Binary
Assemble
Label
Cormrnent
oint
Hit trace iconditional

DR2

DR1

DRO

32 bit linear

shift+F2

(unpacking OEP ESP
DRO - DR3

Run trace

Follow Enter

Mew origin here Ctrl+Gray =
Go to

Follow in Durnp

Search for

Find references to
Wiew

Copy to executable
Analysis

Bookmark

Appearance

olly debugger

Conditional log shift+Fd
Bun to selection Fa

Memory, on access
Fernory, on write
Rernove mermory breakpoint

DR7



3.3. DR4 and DR5

DR4 DR5 (debug extension - CR4 DE )
DR4, DR5 invalid-opcode exception(#UD)
Debug extension (DE flag ) DR6 DR7

3.4. Debug Status Register (DR6)

31 16151413 1211109 8 7 6 54 3 2 1 0
Reserved (seito 1 BlB|IBjo11111111 1|8|8|B|B
it e 3|2|1|o| OR8
< DR6 . 4-12 bit 9 10 . >

unsigned B@: 1
unsigned B1l: 1;
unsigned B2: 1
unsigned B3: 1;

unsigned RESERVED_1: 9; // 8111 1111 1
unsigned BD: 1;

unsigned BS: 1;

unsigned BT: 1;

unsigned RESERVED_2: 16; P47 v 5 51 6 RO 5 & Tl i B e 1 Ut
3} DR6, *PDR6;

DR6 debug exception debug condition , exception

BO - B3 (breakpoint condition detected) flags (bit 0 - bit 3)
debug exception break condition debug control register

(DR7) LENnN R/Wn
DR7 Ln Gn

BD (debug register access detected) flag (bit 13)
Instruction stream instruction debug register (DRO - DR7)

, DR7 GD (general detect)

BS (single step) flag (bit 14)
single-step execution mode (EFLAGS TF )

, single-step mode debug exception
BS debug status bit



BT (task switch) flag (bit 15)
TSS target task T flag(debug trap flag)

exception
T

Debug exception 0-3

debug exception

, DR6

debug control register(DR7)

CPU

debug handler

TSS



3.5. Debug Control Register (DR7)

31302928 272625242322212019181716151413 1211109 8 7 6 §

o
o
~
(5]
©

LEN|R/W|LEN|R/W([LEN|R/MW|LEN|R/W|D 0|G[ 0 0 1|G|L|G|L
E|13(3

3 typedef struct _DR7
1
unsigned LO:
unsigned GO:
unsigned L1:
unsigned GI1:
unsigned L2:
unsigned G2:
unsigned L3:
unsigned G3:
unsigned LE:
unsigned GE:
unsigned RESERVED_@1: 3; // 881 (not used)
unsigned GD: 1;
unsigned RESERVED_82: 2; // 88 (not used)
unsigned RW@ : 2;
unsigned LEN@: 2
unsigned RW1 : 2
unsigned LEN1: 2
unsigned RW2 : 2;
2
2
2

e tee e

. e

TR N e
- - - - - -

[y
-

unsigned LEN2:
unsigned RW3 :
unsigned LEN3:
+} DR7, *PDR7;

Debug control register(DR7)
(breakpoint condition)

. LO -L3 (local breakpoint enable) flags (bits 0, 2, 4, 6)
current task

, Ln debug exception

GO - G3 (global breakpoint enable) flags (bit 1,3,5,7)

, Gn debug exception

P6 family, IA-32 , Intel 64
data breakpoint condition

LE, GE (local and global exact breakpoint enable) flags (bit 8, 9)

, CPU

, CPU

/ LE / GE exact breakpoint

task switch



GD (General detect enable) flag (bit 13)

Debug register protection MOV
debug register debug exception
debug exception debug status register (DR6) BD in-
circuit emulator
Emulator debug register emulator GD
exception handler handler debug register GD

R/WO - R/W3 (read/write) fields (bits 16, 17, 20, 21, 24, 25, 28, 29)

Breakpoint breakpoint condition
CR4 DE(Debug Extension) R/Wn
- DE >"w Al . -
00 break on instruction execution only
01 break on data writes only
10 break on I/0O reads or writes
11 break on data reads or writes but not instruction fetches
- DE > w Asgp 03 . - (Intel386, 486 )
00 break on instruction execution only
01 break on data writes only
10 undefined
11 break on data reads or writes but not instruction fetches

LENO - LEN3 (length) fields (bits 18, 19, 22, 23, 26, 27, 30, 31)
breakpoint address register (DRO - DR3)

00 1 bytes length
01 2 bytes length
10 undefined (or 8 bytes length)
11 4 bytes length

DR7 RWn 00 (instruction execution) LENN 00



4. Smashing the debugger for fun and profit

(Reference 12).
Interrupt

1 3  Interrupt handler

Inline hooking CPU Thread race condition
Interrupt handler

Interrupt handler
debug facility

inline hooking



4.1. Implementation

[ CODE ]

NTSTATUS HookISR(LONG NumberOfCpu, PKDPC pDpc, BOOLEAN binstall)

{
InterlockedAnd(&g_cpu_done, 0);

for (LONG dw = 0; dw < NumberOfCpu; dw++)

{
if (TRUE == binstall)
{
KelnitializeDpc(&pDpc[dw], DpcForDiableDebugger , NULL);
}
else
{
KelnitializeDpc(&pDpc[dw], DpcForEnableDebugger, NULL);
}
KeSetTargetProcessorDpc(&pDpc[dw], (CCHAR)dw);
KelnsertQueueDpc(&pDpc[dw], NULL, NULL);
} lifor

/I wait for all dpc done
1l
while (InterlockedCompareExchange(&g_cpu_done,
NumberOfCpu,
NumberOfCpu) '= NumberOfCpu)
{

}

/I change internal state
1
if (TRUE == blnstall)

__asm nop

{

InterlockedCompareExchange(&g_hook_installed, HOOKED, NOT_HOOKED);
}
else
{

InterlockedCompareExchange(&g_hook_installed, NOT_HOOKED, HOOKED);
}

return  STATUS_SUCCESS;

DPC CPU
Interrupt handler g_cpu_done




[ CODE ]

VOID DpcForDiableDebugger(IN struct _KDPC *Dpc,
IN PVOID DeferredContext,
IN PVOID SystemArgumentl,
IN PVOID SystemArgument2)

UNREFERENCED_PARAMETER(Dpc);
UNREFERENCED_PARAMETER(DeferredContext);
UNREFERENCED_PARAMETER(SystemArgumentl);
UNREFERENCED_PARAMETER(SystemArgument2);

ASSERT(DISPATCH_LEVEL == KeGetCurrentlrgl());
if (DISPATCH_LEVEL != KeGetCurrentlrgl())
{

/l ne ver reach herel!

1

return ;

}

char buffer[6] ={0,};

PIDTR pldtr = (IDTR*)buffer;
PIDT_ENTRY pldtEntry = NULL;
ULONG currentProcessor = 0;

/I save old ISR and change New one
1
currentProcessor = KeGetCurrentProcessorNumber();

__asm sidt buffer;

pldtEntry = (PIDT_ENTRY) pldtr - >Base;

g_OrgOllsr = (ULONG)(pldtEntry[0x01].OffsetHigh << 16U) |
(pldtEntry[0Ox01].OffsetLow);

g_Org03lIsr = (ULONG)(pldtEntry[0x03].OffsetHigh << 16U) |
(pldtEntry[0x03].OffsetLow);

/I remember we disable interrupts while we patch the table
1
OpenMemory();
pldtEntry[0x01].OffsetLow = (unsigned short) IntO1Proxy ;
pldtEntry[0x01].OffsetHigh =
(unsigned short)((unsigned long)IntO1Proxy >> 16)

pldtEntry[0x03].OffsetLow = (unsigned short) IntO3Proxy ;
pldtEntry[0x03].OffsetHigh =

(unsigned short)((unsigned long)IntO3Proxy >> 16)
CloseMemory();

/I increment cpu count
I
InterlockedIncrement(&g_cpu_done);

Interrupt 1 3 hooking DPC
1 3 IntO1Proxy, IntO3Proxy
g_cpu_done 1




[ CODE ]

void _ declspec (naked) IntO1Proxy()

{

_asm
{
pushad
push ds
push es
push gs
push fs

mov
mov
mov
mov

mov
mov

mov
add
push
call
cmp
je

pop fs
pop gs
pop es
pop ds
popad
iretd
original:

pop fs
pop gs
pop es
pop ds
popad
mov

jmp

/l esp =esp - 32
14
14
14
14

ax, NT_DS
ds, ax
es, ax
gs, ax

ax, KERNEL_MODE_FS
fs, ax

ebx, esp

ebx, 0x30 /I param : original stack pointer !
ebx

ReallntO1Isr /I call real debugexception handler
eax, 0

original

/I call original int01 handler

eax, dword ptr [g_OrgO1lsr]
eax

FS
(RING3

. (skeleton code

FS[O] _TEB RINGO FS[0] _KPCR




Stack Usage with No
Privilege-Level Change
Interrupted Procedure’s
and Handler's Stack

--——FES5P Before

EFLAGS Transfer to Handler
C3
EIP

Ermor Code  |[-«——FESP After
Transfer to Handler

Stack Usage with
Privilege-Level Change

Interrupted Procedure's Handler's Stack
Stack

——ESPF Before
Transfer to Handler o

ESP
EFLAGS
C3
EIF

ESP After—= Error Code
Transfer to Handler

Figure 5-4, Stack Usage on Transfers to Interrupt and Exception-Handling Routines

Interrupt 1 Error code push . )
pushad Il esp = esp - 32
Il eax, ecx, edx, ebx, esp, ebp, esi, edi
push ds 114
push es 114
push gs 14
push fs Il4
ESP 0x30 EIP

Interrupt handler .

SS, ESP, EFLAGS, CS, EIP ESP + 0x30
Stack Reallnt01Isr()

RealInt01Isr() 1

Int03Proxy() Int01Proxy()




[ CODE ]

ULONG _stdcall RealIntO1llsr(PULONG Stacklocation)

{
UNREFERENCED_PARAMETER(Stacklocation);

ULONG DR_0,DR_1,DR_2,DR_3;

DR6 DR_6;

DR7 DR_7,;

__asm

{
mov eax,dr0
mov DR_0,eax
mov eax,drl
mov DR_1,eax
mov eax,dr2
mov DR_2,eax
mov eax,dr3
mov DR_3,eax
mov eax,dr6
mov DR_6,eax
mov eax,dr7
mov DR_7,eax

h

DrvDebugPrint(DBG_GENERAL, DBG_INFO,"EIP= 0x%08x" , Stacklocation[0]);
PX86_SELECTOR pCS = (PX86_SELECTOR)&cklocation[1];

PX86_EFLAGS pEFLAGS = (PX86_EFLAGS)&Stacklocation[2];
DrvDebugPrint(DBG_GENERAL, DBG_INFO,"CS= 0x%04x", *pCS);
DrvDebugPrint(DBG_GENERAL, DBG_INFO,"EFLAGS= 0x%08x’, *pEFLAGS);

/I Breakpoint Condition detected - DR6.BO - DR6.B3hit s
1
if ((0!=DR_6.BO)||(0'=DR_6.B1) || (0!=DR_6.B2) || (0'=DR_6.B3))

{
KdPrint(( "[Breakpoint condition detected] tDR6.B0= 0x%08x DR6.B1= 0x%08x DR6.B2=
0x%08x DR6.B3= 0x%08X n",
DR_6.B0, DR_6.B1, DR_6.B2, DR_6.B3));
goto debugger_detected,
}

/I Debug register access detected - DR6.BD
1
if (1==DR_6.BD)

KdPrint(( "%s", "[Debug register access detected] \'n"));
goto debugger_detected,

}

/I Single step detected - DR6.BS

I
if (1==DR_6.BS)

KdPrint(( "%s", "[Single stepping detected] \n"));
goto debugger_detected,

}

return  0; /I no debugger detected

debugger_detected:

{
Il reset debug register and EFLAGS




1

pEFLAGS>RF =1,

pPEFLAGS>TF = 0;

DR_6.B0 = 0x0;
DR_6.B1 = 0x0;
DR_6.B2 = 0x0;
DR_6.B3 = 0x0;
DR_6.BS = 0x0;

DR_7.L0O = OxO0;
DR_7.L1 = Ox0;
DR_7.L2 = 0x0;
DR_7.L3 = 0x0;
DR_7.G0 = 0x0;
DR_7.G1 = 0x0;
DR_7.G2 = 0x0;
DR_7.G3 = 0x0;

__asm

{

}

return

mov eax, DR_6
mov dr6, eax

mov eax, DR_7
mov dr7, eax

XOr eax, eax
mov dr0, eax
mov drl, eax
mov dr2, eax
mov dr3, eax

1; /I debugger detected
}//debugger_detected

Single stepping




[ CODE ]

ULONG _stdcall RealInt03Isr(PULONG Stacklocation)

{
UNREFERENCED_PARAMETER(Stacklocation);

KdPrint(( "%s", "[Breakpoint exception detected]

\n"));

return 0 /I never finish ISR
}
Interrupt 3
Interrupt 3 0xCC
0OxCC
0xCC TF
RealInt031Isr() 1 ISR

Process EIP

single stepping




5. Conclusion

Interrupt (RINGO) (RING3)
ISA (Instruction Set Architecture)
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